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Information Security Plan 
 

Federal law requires Alisa Sparks, CPA, hereby referred to as “the firm,” to develop and implement an 

information security plan (ISP) to create effective administrative, technical and physical safeguards for the 

protection of client information. This ISP sets forth procedures for evaluating and addressing the electronic and 

physical methods of accessing, collecting, storing, using, transmitting and protecting client information. 

 

101) Designation of representatives: The Owner is designated as the person who shall be responsible 

for coordinating and overseeing the ISP. This person is hereby referred to as the “representative.” 

The designated representative may assign or delegate other representatives of the firm to oversee 

and coordinate elements of the ISP. Any questions regarding the implementation of the ISP or the 

interpretation of this document should be directed to the representative or his or her designees. 

 

102) Risk identification and assessment and current safeguards: The firm has identified, as part of the 

ISP, the internal and external risks to the security, confidentiality and integrity of client information 

that could result in the unauthorized disclosure, misuse, alteration, destruction or other compromise 

of such information and implemented the following safeguards for controlling these risks:  

 

1. Multifactor authentication (MFA): The use of two or more authentications such as 

pin/password/biometric/token are always used. We or our data vendors deploy MFA to all 

outside network connections. 

 

2. Least amount of access: The least amount of access is given to specific client files/folders 

and environments. We limit access to client folders. 

 

3. Data loss prevention (DLP): This describes how data is controlled, recorded and 

monitored as it moves through the organization and externally. We keep data in a highly 

secure environment where we are able to audit activity and recover files. 

 

4. Network access restrictions: This describes the use of firewalls and a virtual private 

network (VPN) to ensure only managed and controlled devices/environments have access 

to client data. We maintain network restrictions on client files. 

 

5. Encryption: Anything that stores, transmits or accesses client data must be encrypted. We 

ensure data transmits with appropriate encryption. 

 

103) Design and implementation of safeguards program: The risk assessment and safeguard control 

policies described above shall apply to all methods of handling or disposing of client information, 

whether in electronic, paper or other form. The representative will, on a regular basis, implement 

safeguards to control the risks identified through such assessments and regularly test or otherwise 

monitor the effectiveness of such safeguards in relevant areas of the firm’s operations, including: 



 

1. Employee management and training: The representative will evaluate the effectiveness of 

the firm’s procedures and practices relating to access and use of client information. This 

evaluation will include assessing the effectiveness of the firm’s current policies and 

procedures in coordination with relevant departments, as appropriate, as well as adequate 

training of employees. Procedures include: 

 

a) Background checks on employees. 

b) Limit access to client files. 

c) Control access to sensitive information with the use of strong passwords. 

d) Maintain security policies to ensure data is protected. 

e) Train employees on security importance and policies. 

f) Regularly remind employees of company security policies and the legal security 

requirements. 

g) Prevent terminated employees from accessing client and sensitive data. 

 

2. Information systems: The representative will assess the risks to financial information 

associated with the firm’s information systems, including network and software design, 

information processing and the storage, transmission and disposal of financial information. 

The representative will coordinate with relevant departments, as appropriate, to assess the 

following procedures: 

 

a) Maintain secure data storage. 

b) Remind employees to search for and purge sensitive data from computers.  

c) Caution clients regarding transmitting sensitive data 

 

3. Detecting and managing system failures: The representative will evaluate procedures 

and methods of deferring, detecting, preventing and responding to attacks or other system 

failures and existing network access and security policies and procedures, as well as 

procedures for coordinating responses to network attacks and developing incident response 

teams and policies. The representative may elect to delegate the responsibility for 

monitoring and participating in the dissemination of information related to the reporting of 

known security attacks and other threats to the integrity of networks utilized by the firm, and 

will coordinate with relevant departments, as appropriate. Procedures include: 

 

a) Monitor vendors and read publications to stay up to date regarding emerging threats 

and available defenses. 

b) Maintain software that detects, resolves and prevents unauthorized access to client 

information. 

c) Keep logs of activity. 



d) Take immediate action to resolve a data breach and the responsibility to notify clients 

and/or law enforcement. 

 

104) Protocols to select service providers that can maintain appropriate safeguards: The representative 

shall coordinate with those responsible for the third-party service procurement activities to raise 

awareness of, and to institute methods for, selecting and retaining only those service providers that 

maintain appropriate safeguards for client information. The representative will also oversee the 

handling of client information by third-party service providers as follows. 

 

1. Find a local service provider; check the references of the potential service provider; provide 

the potential service provider a copy of the ISP and request a review of the ISP by the 

potential service provider; obtain a copy of the potential service provider’s ISP as it relates 

to client data; confirm the potential service provider has experience with the firm’s type of 

practice; inquire if the potential service provider has experience to support the firm’s 

hardware and software; and check for the potential service provider’s certifications and 

partnerships with major manufacturers. 

 

105) Procedures for the evaluation and periodic adjustment of the ISP: The representative will evaluate 

and adjust the ISP based on the risk identification and assessment activities undertaken pursuant to 

the ISP, as well as any material changes to the firm’s operations or other circumstances that may 

have a material impact on the ISP as follows.   

 

1. Designate an unrelated party to evaluate security risks periodically; schedule and perform 

semiannual meetings with service provider personnel and regularly discuss staff 

experiences with the service provider for any security concern.   

 

 


